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Senate Committee on Intelligence

Additional Prehearing Questions
for

David James Glawe

Upon his selection to be
The Under Secretary for Intelligence and Analysis,

Department ofHomeland Security

Roleand Responsibilities of flie UnderSecretary for Intelligence and Analysis

QUESTION 1.Themission of the Departmentof Homeland Security's (DHS) Office of
Intelligence &Analysis C^&A) was established by the Homeland Security Act of2002,
whichmandatedI&A's responsibility for critical infrastructure analysis. The mission was
further defined hythe Intelligence Reform and TerrorismPrevention Actof2004(IRTPA)
and theImplementing Recommendations of the 9/11 Commission Act of2007.What isyour
understanding of the histoiy and purpose, as established by Congress, of the office of the
Under Secretary for I&A in DHS?

As Iunder^d it, the DHS Office ofIntelligence and Analysis (T&A) was designed toaddress
key intelligence failures identified after Septembw 11,2001, bycreating anoffice responsible
forthe integration, analysis, and sharing ofall-source information andintelligence forand in
support ofthemissions ofthenewly established DHS, and allother federal, state, local, private
sector and other partners with homeland security-related responsibilities related to theprevention
ofand responseto terrorist attacks against the United States^

The HomelandSecurityAct of2002 (HSA) established theOffice ofInformation Analysis, the
predecessor to I&A within theDepartment's Directorate for Information Analysis and
Inftastructure Protection, to improve the coordination, sharing, andanalysis of this information
and intelligence; toprovide DHS a seat atthe table ofthe US Intelligence Community (IC) and a
voice indetermining the nation's intelligence collection priorities; to facilitate, leverage, and
exploit the intelligence-related information already being collected byDHS tluough its
constituent elements andoperational components; and facilitate greateraccess to andcross-
mission coordination of information collected byfederal, state, and local intelligence, law
^orcement, and other agencies.

Insubsequent years, Congress enacted changes to theHSA thatafforded I&A greater
intelligence access, including toraw information, and analytical c^abilities: (1) tomeet a
broader range ofthreats tothe United States; (2)toprovide intelligence analysis toallofthe
other directorates intheDepartment, to state andlocal government, andto law enforcement; and
(3) for the purpose ofpreventing terrorist attacks, enhancing border security, protecting critical
inftastructure, enhancing emergency preparedness and response, and better inVnrming the
Department'sresearch and development activities.

The ImplementingRecommendations ofthe 9/11 Commission Act of2007 (9/11 Act) also
included key changes to I&A's mission aimed at improving information sharing among federal.



UNCLASSIFIED

state, local, and tribal authorities. In the 9/11 Act, Congress sought to improve the organization
and mission structure.forDHS-wide intelligenceby codifying the role and expanded authorities
ofthe Under Secretary for Intelligence and Analysis asthe Chiefhitelligence Officer (CINT^ of
the Deputment, and th^ ofthe DHS Intelligence Components, as constituent elements ofthe
DHShitelligence Ente^rise (IE) led by the CINT. Congressgranted the Under Secretaryfor
Intelligence and Analysisnew responsibilities as CINT in order to drive a common intelligence
missionat the Department As the head of the DHS IE, the DHS CINT exercises leadership and
authority over the formulation and implementation of intelligencepolicy and programs
throughout the Department, andprovidesstrategicoversi^t ofand support to the intelligence-
related missions and goals of the DHS IE.

QUESTION 2, In addition to statutes, I&A's strata was further refined by
Dej^rtmental and IC strategies and guidance, including Vision 2025, fiie Quadrennial
Homeland Security Review, and the Department's Bottom-Up Review. What do you
understand I&A's current mission to be?

•' 1

I&A's mission statement is "to equip die Homeland Security ^terprise widi die mtelligence and
information it needs to keep the homeland safe, secure, and resilient" I believe this mission
statement accurately reflectsthe evolutionofI&A's role and responsibilities, to include various
forms ofDHS and IC stiategic guidance.

QUESTION 3. In your opinion, does I&A have a focused and well-defined mission
consistent with the purpose Congress originally intended?

I share the Committee's past concernsthat I&A has historically struggled to establish a clear
missionand consistrat priorities. However, as indicatedin my response to QuestionTwo, I
believe I&A has a defined mission. If confirmed, I intend to continue in that direction and focus
on helpingI&A better implementits broad statutory authorities, better identify its customers, and
better serve those customers' needs.

QUESTION 4. What should I&A's mission be in the future?

If confirmed, I intend to focus myefforts onensuring I&Aprovides timely, usefiil, and
operationally-relevant inteUigence to itscustomers, specifically DHS Components witiiin DHS,
state and lo(^ law enforcemjent partners, and tiie private sector. Inaddition, I&A should devote
more attentionto its role ofintegratingthe Components' unique intelligence and operational
capabilities with the IC, state and local law enforcement,and private sector partners.

QUESTION 5. I&A has beencriticized in the past for producing intelligeiice products that
are duplicative of finished intelligence from other IC entities. In addition, in 2014, I&A was
found by some mrasures to be producing about one finished intelligence product per
analyst - a level that is far below average throughout theIC.

A How should I&A's role be distinct finm the anafytic role played by other
members of the IC, such as the Federal Bureau ofInvestigatipn (FBI) or the
National Counterterrorism Center (NCTC)?
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I&A's legislatedmandateto share infonnation with the Homeland Partners sets it
apart from theother domestic Intelligence entities. Unlike FBI, which is charged
with thedomestic law enforcement mission forterrorism andcounterintelligence, and
NCTC which is limited toForeign-based or inspired Terrorism issues, I&Aprovides
intelligence information for alldomestic threats to meet theneeds of DHS operational
components, state, local, tribal, andterritorial andprivate sector partners, andthe IC.
I&Ashould strive toprovide itspartners and customers withtimely, useful, and '
op^tibnally-relevant intelligence and information at the lowest classification level
possible.

B. What does I&A add that is missing from other IC production?

I believe I&A adds value to ICproduction in two ways. Thefirstis by utilizing.
DHS'vastdata holdings, aswellas intelligence andinformation from DHS
Components and state, local, tribal, territorial and private sector partners, in
finished intelligence. I&A also ad^ value by developing products tailored to

- meet the needs of its uniquecustomer sets, and releasing them at the lowest
possible classification level. If confirmed, 1 would work to ensure I&A's
analytic efforts addvalue to IC production, rather than duplicating it.

C. Howwillyou measureand definethe success of I&A analytic production? Is
I&A currently meeting those standards?

Inmyview, successful analytic production results in sustained increases in thequality
and quantity of intelligence,collection, reporting, andintelligence analysis thatgives
homeland security stakeholders— state, local, tribal, territorial, and private sector
partners; the Department; and the IC—^insights they need to m^e evidence-based
policy, operational, md resource decisions about theirhighest priority intelligence
requirements and questions. I&A'sanalytic production must reflect Department
priorities, address homeland-focused threat streams, andbe operationally-relevant to
its intended audience. If confirmed, I planto review whether I&A's analytic
production meets these standards. I connnitto keepingthe Comnuttee informed of
my findings including anynecessaryimprovements.

D. Which is more important: the quantityor the qualhyfimpact of the reporting?
Why?

Both quantity andquality of rawreporting arecritically important It ismy
understanding thatI&A sets achievable targets for analytic production thatdrive
production for some I&A customer sets. Inachieving foose targets, quality isof
paramount concern. If confirmed, I will continue to seek opportunities to improve
both the quantity and quality ofI&A's production and services across the entirety of
the intelligence cycle toensure I&A isdelivering timely, useful, and operationally-
relevant intelligence andanalysis across all fourmajorDepartmental threatstreams.
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QUESTION 6. Does I&A's work reduce the risk ofa terrorist attack? If sO, please explain
how.

I need to conduct an assessment to better understand metrics. I&A has used to evaluate if

ite work has reduced the risk ofa terrorist attack. I&A was.established in large part to
facilitate greater intelligence and information sharing with state, local, tribal, territorial, and
private sectorpartners. I&Ahasprovided those entities information to help identify threats
and vulnerabilities but the feedbackfrom the curr^t and former local law ^orcement and
IC executives has been mixed.

I do believe the unique intelligence and information l&A can produce could be ofgreat
value. Especially regarding travel, border, maritime and aviation security to help protect the
homeland and r^uce the risk ofa terrorist attack. I&A's work to better understand border
security threats such as transnational criminal organizations and networks that smuggle
aliens and contraband into the homeland, as well as weaknesses in foreign immigration,
travel, and border security policies, helps push US borders out and inform actions taken to
reduce vulnerabilities that could be e^loited by dangerous people across the spectrum-r—
froni criminalgto terrorists—effectively mitigating those threats before they reach our soil.

. l&A also works across the Department to provide threat information and analysis to support
DHS risk mitigation programs including FEMA's State Homeland Security Chant Program
and Urban Area Security Initiative; various integrated Threat Risk Assessment processes for
counterterrorism Chemical, Biological, Radiological, and Nuclear programs, and other risk-
based analysis programs. In addition, I&A's analysis ofterrorist trends, radicalization
efforts, and direct interface with our state and local and private sector partners is uniqtie in
thelC.

QUESTION 7. The Inspectors General of the IC, DHS, and the Department of Justice
(DOJ) released a joint report in March 2017 entitied, "Review of Domestic Sharing of
Counterterrorism Information," in r^ponse to a 2014 SSd-led request The report found
that both DHS and FBI personnel eiqiressed "concerns about overlaps in flieir CT Missions
and activities." What unique role should I&A be performing, if any, with regard to
countering violent extremism in the United States?

Violent extremism,whether inspiredby foreign terrorist groups or rooted in a range ofdomestic-
based radical ideologies, poses a persistent and unpredictable threatto ourhomeland. Countering
violent extremism has become a key focus ofDHS's work to secure the homeland. The
Department created the OfBcefor CommunityPartnership (OCP) dedicated to the mission of
counteringviolent extrmism by partnering with those at-risk conmiunities to spur societal.
change.

As a former local law enforcment ofQcer, I have seen the value of working with and directly
engagingat-riskcormnunities. A key conditionfor success in this approach is that govermnent
entities must be accepted by the conununity as legitimate interlocutors. As a result, it is
importantto carefiilly evaluatethe role of Intelligence and law enforcementpersonnel. It is my
understanding that l&A provides some analytical support to the work ofOCP and broader USG
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efforts tocounter violent extremism. Ifconfirmed, I plan to review thelevel ofsupport I&A
provides to theseefforts, andwouldbe happyto reportbackdie results of that review.

QUESTION 8. This sameMar^ 2017report found that the ''DHS IntelligenceEnterprise
is not as effective and valuable to the IC as it could be. For example, there is still a lack of
unity among I&A and other DHS component intelligence programs, which also affects
inteffigencereporting."

A. As the ChiefIntelligence Officer (CINT) ofDHS, will you need more aufiiorities to
help unify DHS intelligence efforts?

hi myview, Con^ss andtheSecretary have, through statute andstanding delegations,
alreadyprovidedthe CINTwidi the baseline authoritiesnecessary to drive a common
intelligence mission acrossDHS. For example, the CINTis empowered to formulate and
implement intelligence policy and programs throughout the Departmentand to exercise
strategic oversight of andsupport to the intelligence-related missions and goalsof the
DHS hitelligence Components and their individual component intelligence programs that
comprisethe DHS IntelligenceEnterprise.

Having said that, I can imagine a situation where the need for additional or enhanced
authorities wouldbecome.t^parent For example, shouldthe DHS portion ofNational
Intelligence Program funding andthe Department's overall footprint widiinthe IC further
evolve andmature, the functional authorities of the UnderSecretaryin DHS-wide
intelligence-related planning, programming, andbudgeting mayproveinadequate. If
confirmed, andif necessary, I commit to workingwithmy leadership and Congress, as
appropriate, to address any changes or additions diat may be needed.

B. Are there other l^al authorities that I&A does not poss^ but that you believeit
should poss^ to further its mission?

At this time,I believe I&Apossesses the rightmix ofstatutoryand delegated authorities
to perform thefunctions Congress intended. However, if confirmed, and if necessary, I
commit to working withmyle^ership and Congress, as appropriate, to address any
changes or additions lhat may be needed.

QUESTION 9. Are there legal authorities that I&A possrases that it does not need of
should not have? c .

TheUnder Secretary for Intelligence andAnalysis' authorities appearappropriate. If confirmed, I
would assess diese authorities foradjustment, and, asnecessary andappropriate, work widi my
le^ershlp and Congressto correctany problems.

QUESTION10.What unique role should I&A play in supporting the efforts ofDHS
entities to combattrade-based monq^ laundering, illegalbulk cash transfers, exploitation of
mon^ service businesses,and other illicit money flows fliat support the drug trade and
other security challenges?
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I&A'srole shouldbe to synchronize the operational intelligence work ofthe Componentsto
ensure collectionand analysis on these topics supports the needs ofDHS operators in an
integrated and efBcient manner.

QUESTION 11. One ofthe responsibilities you have with theGI^ role istoexercise
leadership and authorityover intelligence policy throughout the department. This means
you have.a role in other DHS operational components such as Customs and Border
Protection (CEP), Immigration and Customs Enforcement (ICE), Transportation Security
Administration ^SA),Coast Guard, and Secret Service, all ofwhich have intelligence
functions.

A. Does the Under Secretary for I&A have the authority to int^rate intelligence
activities and analysis effectively from these various components?

\

As stated in' my response to QuestionNine, f believethe Under Secretary for Intelligence
and Analysis' authoritiesappear appropriate given the breadth ofthe DHS Intelligence
Mission. Ifconfirmed, I would assess these authorities for adjustment, and, as necessary
andappropriate, workwithmyleademhip and Congress to correctanyproblems.

B. From a budget standpoint, tiie intelligence functions of these components are
outside of I&A's budget control Should the Under Secretary for I&A have
authority over their budgets?

Basedon my experience as the formet Chief Intelligence Officer ofa DHS Component
and myprior ce^acityas the ActingUnder Secretaryfor Intelligence and Analysis, I
believeAere is value in empoweringthe Under Secretary for Intelligence and Analysis
with additionalbudget-relatedauthorities for certain DIK Component intelligence
fimctions. Such authorities could enhance the DHS ChiefIntelligence Officer's ability to
coordinate and execute the DHS-wide intelligence mission and ensure an integrated DHS
Intelligence Enterprise business model. It could also beused asa tool to prevent
duplication of effort andhelp identify andeliminate waste. However, anysuch change in
authorities must be studied carefully and executed properly to be successful. If
confirmed, I plan to review the statutory and delegated authorities for the Under.
Secretaryoffiitelligence and Analysis for adjustment, and, as necessary and appropriate,
workwith my leadership and Congress to address any changes or additions that maybe
needed.

C. What isyour assessment ofefforts to date to'improve integrationbetween I&Aand
the other components?

There has beenmuchprogress but there is still workto do. I believethe ultimategoal in
improving integration between I&Aanddie DHSComponents is to betterintegrate the
intelligenceactivities across DHS. If confirmed, I plan to focus both on better leveraging

.the Under Secretary's strategic oversight authorities oyer departmental intelligence
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activities and improving theDHSMelligehce Enterprise's abilityto organize itself to
provide the rightkind of intelligence supportwhetherit is strategic, operational^ or
tactical support.

In my prior capacityas Chieffotelligrace Officer for a DHS Component and my tenure
as the ActingUnder Secretary for Intelligenceand Analysis, I identified two important
tools that I believe can be leveragedto achieve this goal. The first is the Homeland
Securityhitelligence Cormcil (HSIC). During my time at DHS, I have watched the HSIC
matureto the point that it has been able to begin addressing some basic DHS intelligence
integration challenges. For example, tiieHSIC is currently working within the DHS
Intelligence Enterprise to address staffingshortfalls at key intersectionsofthe
Departments intelligence and operational missions: the SouthernBorders and Approaches
Campaign JTFs, the NationalTargetingCaiter, the Human SmugglingCell and &e
Human Smugglingand TraffickingCenter. If confirmed, I plan to focus the HSIC's
attentionon coordinatingoperationally-relevantintelligence support at these critical
mission centera, ensuring our customers get the intelligence support they need, where
they need it

In additionto the HSIC, I believe the Intelligence Mission Manager/Functional Manager
constructcan also be a valuabletool for coordinating DHS-wide intelligence efforts.
DHS hasstarted to implement thisconcept by usingIntelligence Mission Mangers to help
coordinateintelligenceeffortswithin their topical domains across multiple intelligence
fimctions. For example, they developed the FY17 Strategic Analytic Guidwce which in
turn was the basis for the FY 2017 DHS Intelligence Enterprise's Program ofAnalysis.
The Intelligence MissionM^agers were also the major contributorsto the development
ofthe DHS QHSRThreatEstimate. They are at various stages ofcompleting
departmental strategies that focus coordination efforts in their domains. However, as I
understand the current concept, tiie Mission Manager role at DHS is only a collateral
responsibility. Ifconfirmed, I plan to review the currrat Intelligence Mission Managers
conceptas it exists at DHSand find ways to improve it

QUESTION 12. If confirmed, how will you evaluate whether your tenure as Under
Secretary for I&A has been a success?

Inmyview, mytenure at I^ will besuccessful if weareableto position I&A to ^vide or
facilitate customeraccessto timely, actionable, and operationally-relevant intelligencethat
allowsthose customers to re-adjustresourcesand achieve, operationaloutcomesrelated to key
homeland securityobjectives. I will also assesswhether I&A is providing the kind oftimely-
strategic intelligenceproducts that allow its customers to adjust to the asymmetric, fluid and
emerging threats &cing the homeland.

QUESTION 13. Have you discussed with the Secretary ofHomeland Security his specific
expectations ofyou, ifconfirmed as Under Secretary for I&A, and his expectations ofI&A
as a whole? Ify^, please describe those expectations.
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SecretaryKelly commimicatedclearly to me his expectatioiis for I&A.. He expects I&A to
provide timely, useful and operationally-relevant intelligence to the DHS enterprise, the IC, state
and local law enforcement partners and the private sector. He also directed me to, if confirmed,
act through the roleofthe CINT to develop a DHS Intelligence Enterprise approach to DHS'
representation within US Embassycountryteams.

QUESTION 14. Have you discussed with die Director ofNational Intelligence his
expectations of the relationship between I&A and the Office of the Director of National
Intelligence and other elements of the IC? Ifyes, please describe those expectations.

Inpreparation for the confirmationprocess, I metwith DNI Coats. He ejqpressed his interest in
the continuedintegrationofthe DHS IntelligenceEnterprise vdth the IC and the aggressive
pui^it of efforts to increase the sharing of DHS datawithtiie-IC. Wealsodiscussed in general
terms the niced to take a closer look at Ihe threat posed by Transnational Organized Crime and
how to better equip operatorson die front lines with the intelligence and information Aey need to
cor^ont the threat before it reaches the border. We also discussed the need for I&A to continue
strengthening relationships widi stateand local law enforcementand to expand outreach to
private sector partners, especially on cybersecurity and critical infrastructure.

Priorities and Performance

QUESTION 15. What do you believe are the most critical analytic priorities for I&A
today?

Themost critical analytic priority forI&Ais to identify areas where DHSis bestpositioned to
add value to the ovendl body ofanalysis. I believe that is centered on leveraging the unique
data collectedheld by the Department I&A should levmage that data to produce timely,
usefiil, and operatioiially-relevantproducts focused on trade, travel, border and aviation
security, and the functional threats associated with those thretf vectors.

I&A's intelligenceanalysis priorities will continue to evolVe based on new intelligence and
customer requirements ofthe Secretary, DHS operational components, and state, local,
tribal, territorial, andprivatesectorcustomers in the field. As those prioritiesevolve, I&A
must remain focused on continuing to leverage unique DHS data fused with IC reporting to
performanalysis those missionareasmost closely associated with protecting the
Homeland.

QUESTION 16. I&A has many customers competing foranal^c capacify. Who areI&A's
top five customers?

I&A has one ofthe broadest customer bases in tiie IC, ranging from the Secret^, to DHS and
USG policymakersand operators, thousands ofstate local and private sector officials, and
foreign partners - each ofytiiom have different information classification requirements and
limitations: I believe I&A's customer basefrdls into the following five categories: policy m^ers,
federal entities, state and local govermnmits, tribal and territorial leadership, and critical
infrastructure asset owners and operators. All ofthem are important, and I&A must continue
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meeting theirneedsbyproducing a broad range of products at differentclas.sific:qfion levels. If
confirmed, and consistent with thedirection provided to mebythe Secretary, I intend to focus
I&A's analytic ct^acity onareas where we are positioned toadd value orthatare underserved by
otherparts of the IC, rather than duplicating workdone eisewhere.

Workforce .

QUESTION 17. MoralewithintiieofGce of the Under Secretary for I&A has been
consistently low.

A. Ifconfirmed, what is your plan to address this issue?

Based onmyexperience, morale isoften linked closely to an employee's ability to
clearly understand themission, to identify howtheir rolesupports the missinn, andto be
given the resources and discr^ion todo their job. It is my understanding that there, are a
number of morale improvement initiatives already inpl^ at I&A, as well as arfHitinnaT
factors for consideration that I believe will improve morale and employee engagement.

If confirmed, my.first action onthis fiontwillbe to ensure theagency's mission is
communicated clearly andconsistently to flie workforce. I will holdI&A managers,
especially at middle management level, accountable forestablishing daily briefs ontheir
activities, messaging campaigns that help communicate dievalue ofthework they
produce, andestablish a battle rhythm with ali theiremployees diat clearly articulates the
mission and operational requirements ofI&A's customers. Inaddition, I&A managers
will be expect to provide daily feedback and transparency on the mission and
intelligence products they produce. Tofoster better understanding ofcustomer needs and
help employees develop a closer, deeper coimection to ourcritical homeland security
mission, I also intend tocreate opportunities fortheworkforce to engage more regularly
and directly with their customers through field deployments and rotational asaignTnentc j
also intend to continue efforts already inprogress at I&A to equip employees with the
tools and resources they need todo their jobs, including improving;rr service support to
employees, enabling analysts toaccess data and data sets more quickly, and standardizing
andcodifying processes that impact employees on a dailybasis..

B. Why will this strategy work where otiiers have failed?

I amconfident thatemployee morale will improve as employees betterunderstand their
mission, develop a deeper connection to that mission, and receive thesupport they need
to accomplish that mission.

QUESTION IS. Do you have a human capital strategy to recruit and retain the "best and
brightest" to I&A?

Inorder to position I&A for success, it is imperative I&A's Human Capital OflSce retain skilled
and experienced HRprofessionals ^iliar with the unique mix ofhiring autibiorities at I&A's
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disposal asa result of itsposition within DHS andwithin theIC. With those professionals in
place, I&A will bebestpositioned to successfully execute itsoverall human capital strategy.

While I am not an HR professional, I telieve there are certain common elements in successful
human capital strategies at federal agraicies. First, it is important to define the organization's
mission ina way thatappeals to those looking to begin or continue a carea government service.
I believeI&A's statedmissionmeets that threshold. So to be successful, I&A must also be able
to communicate and marketthat missionin a clear and effectiveway.

Torecruit applicants at the entry level, I&A mustwork to increase itspresence at entry-level
hiring opportunities. And to recruit experienced applicants looking to fiirfeer develop their
career, I&Ashould findways to increase visibility of openopportunities and streamline fee
implication andhiringprocess for qualified applicantsalreadyin fee IC,DHS, other federalor
state agencies, and fee private sector. The I&A workferce should also represent fee diversity of
thecommunities weserve, soI&A must develop newandcreative ways to target demographics
that are under-representedin fee workforce.

Concerning retention, I&A must ensure itsemployees receive fee eiqierience, training, and •
advancement opportunities theyneedto develop intoHomeland Intelligence Professionals. To
me,feismeans improving feeon-boarding programto helpnewemployees acclimate to fee
culture of I&A andDHS. It alsomeans developing distinct career pathswifeassociated
roadmaps feat identify eachdevelopment stage, trainingopportunities and rotational
assignments alongfee way. It also means ftiUy leveraging all available workforce awards and
recognition programs whichemphasize not onlyJong-termcontributions to fee mission,but on-
fee-motrecognition of time-sensitive arid situatioimlly-specific employee contributions.

It is myunderstanding featI&A'sHuman Czqiital Office isworking to develop a strategic
recruitment plan thatprecisely targets the sources oftalent tomeet our current and emerging
mission sets. Ifconfirmed, I look forward to reviewing featplanandensuring it helps I&A build
a workforce capable of execudngI&A's missionand fiilfiUing fee prioritiescommunicated to us
by DHS and IC leadership.

QUESTION 19. Arefee|ie any reforms you plan totaketoimprove theskiil setand
experience profile of the I&A workforce?

I ana proud to have been nominated to lead theI&Aworkforce, which I believe is made upof
dedicated, hard-working andskilled Homeland Intelligence Professionals responsible for both
executing-and supporting fee intelligence cycle at I&A. confirmed,I intend to build on this
solid foundation andIning a greater operational focus to feemission I&Aperforms.

Tothatend, I&A mustprovide itsemployees wifefee requisite professional development
opportunities to advance thismissioiL Ifconfirmed, I planto leverage additional training
opportunities asa wayto build andsustmn a skiUed andprofessional workforce capable of
responding to both current md emeigent threat vectors andby mqpanding andenhancing
professional development Elements of a successful training program mristinclude a mivofin-
residence, on-line andweb-enabled, and hybrid courses, seminars, and workshops sourced from

10
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vvitflin the department, IC, andLaw Enforcement Community to advance studente' knowledge,
skills,andabilities which, in turn,ejqpand and enhanceI&A's intelligencecapacities.

QUESTION 20. A significant portion ofI&A's budget has been used for contractor
support What are the appropriate roles for contractor staff within I&A and what, in your
view, is the appropriate contractor-to-employee ratio?

It is my imderstanding that I&A, in responseto the Conunittee's direction and to better support
execution ofitsmission, has significantly reduced itsreliance oncontractor support for
intelligence and support fimctions over the last several years. At the same time, contractors
bring vduable e]q)erience, and ^ble UIA toaccess sl^s in specific technical or&st-evolving
areas like cyber and data analyticsfor mission areas that cannot be fully staffed by federal
employees dueto the marketratefor those skills,hi^ tumover, or higfitraining costs.
Contractors also provide flexibility to respond to surge requirements. If confinned, I will work
to ensure I&A maintainsa contractor-to-employee ratio that allows it to achieve its mission
objectivesas defined by DHS leadership, the DNI, and the President

QUESTION 21. Do you believe that contractor staff should serve as intelligence analysts?
Ifyes, under what conditions?

In general, all-source intelligence analysis shoidd be p^otmed by federal employees, and
- it is my understanding that is g^erally the case at I&A. However, there are cases where

contract intelligence analysts can provide the flexibility needed to quickly bring to bear
specific skills, competencies, or subjectmatter e^qiertise tiiatmay hot already reside in the

. federal workforce. For example, I believe it would be appropriate to consider contract .
support to fiilfill unanticipated requirements for immediate analytic support to meet critical
mission objectives, particularly where that need could not be fulfilled through ordinary
workforce plajming processes and hiring efforts. Ihis kind offlexibility may.be
particularly usefulat I&A,whichcontinuesto grow andmature capabilities and expertise
ofits analytic workfcnce in a dynamic mission environment

It is my impression that contractors are being phased oid ofcore analytic,functions, but that
a limited number will remam as tradecraft mentors to continue to support the development
ofour more junior analysts and in watchlisting and watchstanding roles, and in situations
that require a short-term surgein persoimel. I think'this is the right approach, and if
confirmed, I will continue working to ensure I&A achieves the appropriate mix offederal
-employees and contractors in its analytic workforce.

. QUESTION 22. I&A nowenjoysdirect hiring authority. How has this new authority
affected I&A's ability to recruit and retain personnel?

It is myunderstanding tiiatI&A'sdirecthire authprity hasbraefited the organization's abilityto
aggressively recruit andhireindividuals, and that I&A's fill ratehas increased from 80percentto
over97percent overthe lasttiiiee years. Ifconfirmed, I willworkto ensuredirecthire authority
is strategically leveraged to targetapplicantswith highly technical and sou^-afier skills and
bring them on quickly to support critical I&A missions.
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